In recent years, the advancement in modern technologies has not only resulted in an explosion of huge data sets being captured and recorded in different fields, but also given rise to concerns in the security and protection of data during storage, transmission, processing, and access. The blockchain is a distributed ledger that records transactions in a secure, flexible, verifiable and permanent way. Transactions in a blockchain can be an exchange of an asset, the execution of the terms of a smart contract, or an update to a record. In this paper, we have developed a blockchain access control ecosystem that gives asset owners the sovereign right to effectively manage access control of large data sets and protect against data breaches. The Linux Foundation's Hyperledger Fabric blockchain is used to run the business network while the Hyperledger composer modeling tool is used to implement the smart contracts or transaction processing functions that run on the blockchain network.
I. INTRODUCTION
Due to the rapid development of technology, large amounts of heterogeneous data is generated ranging from agriculture, business, finance/banking [1] to education, medicine and healthcare. This big data era has opened doors, providing opportunities that were not available before [2] . At the same time, diversity in size and format of data is continuously increasing, accordingly posing significant challenges since more flexible data processing tools and platforms are needed to find patterns and useful information in data [3] [4] [5] .
Most of the new big data solutions are built on Cloud Computing Technology, which has led to the development of various computation services to accommodate the drastic increase in volume and velocity of big data [6] . The essence of cloud computing environments is to provide significant benefits, such as cost-effective and reliable, scalable and distributed computing of large datasets over the Internet or over a network in both business and academic fields in order to enhance performance and analytic solution [7] [8] . Consequently, the adoption of distributed clouds is increasingly posing data management security and privacy challenges [9] such as data ownership, multi-tenancy and access control issues since the provided infrastructure is not owned by the users [10] .
The Plant Phenotyping and Imaging Research Centre (P 2 IRC) project at University of Saskatchewan combines large data sets from different sources and formats from plant genomics, phenotypes, agriculture and crop images for designing crops, and developing innovative methods for global food security. There is a variety of team of researchers and organizations in this project from the plant and agriculture science to bioinformatics and computing science that provide different types of data. The increasing demand for interactions across these disparate organization with heterogeneous data sources has motivated researchers to provide a scalable cloudbased architecture for storing and processing large number of data source in order to support computer vision and artificial intelligence systems [5] , and also handle different access control patterns in order to provide secure and reliable answers to the user-specific queries in this project [11] .
Blockchain is a cryptographic technology that is used to distribute users' metadata into a secure and distributed database. Each block holds records both for the transactions and data about the block. A secure hash function is used in each node as a reference for validation of data in the existing blocks and if the hash succeeds to be consistent with the data, the block accepted to join to the chain of blocks. All the processing on a blockchain is recorded as traceable transactions carried out between users that serves as a proof of ownership. Once the transaction considered complete it is stored as a permanent record in the blockchain [12] [13] .
All nodes in the blockchain network have a full history of the entire blockchain and recently joined nodes must synchronize the full blockchain content to ensure trustworthiness and credibility of data. Each node in the blockchain technology keep replicas of the data and agree on an execution order of transactions, therefore, it is almost impossible to attack or hack the blockchain network since there is no single point of failure. The primary application for blockchains extended from digital currencies to specific domain applications such as Internet of Things (IoT), supply chain management, networking, healthcare and medical science, cloud computing etc. [14] .
The rest of this paper is organized as follows. Section 2 describes the data security and access control issues that need to be solved in order to provide secure data management platforms. Section 3, describes the architecture of the proposed system and the security infrastructure. Section 4, discuss the blockchain security solutions that are being used in the area of big data. Finally, in Section 5, we present our conclusions.
II. BIG DATA SECURITY AND PRIVACY ISSUES
Cloud computing technology is considered to be the topmost strategic technology for enabling organizations to reduce costs and add flexibility to their services in order to handle big data for both computing and storage [15] . However, cloud computing still needed to address security and privacy issues such as data breaches, data exposure, and malicious adversary or even by cloud users [16] [17] . Consequently, cloud providers do not ensure the levels of protection required for appropriate big data security and privacy. This means that the aforementioned concerns related to security and privacy must be taken into consideration in adoption of cloud computing services. Some of the key challenges in supporting large-scale data sets in cloud computing environments are:
A. Data Privacy Preservation
Privacy-preserving methods should ensure secure access to users' private data without compromising sensitive information from malicious threads. Data privacy is an important necessity in any secured system since customers' data is considered as an asset to both individuals and organizations [18] [19] . Privacysensitive information about users in the cloud computing environment is capturing and recording from a wide range of different areas and disciplines. Data concerning medical records or consumer's credit card information are some of the typical examples of the sensitive information. Hence, there is a need to enforce privacy-preserving policies and requirements to protect private information against disclosure using access control mechanisms [20] [21] .
B. Authentication and Authorization
Ensuring authentication and flexible authorization capabilities for providing a secure access control to the data and resources in a multi-user environment with a reliable mechanism is necessary [22] . Shared data is often more vulnerable to unwanted disclosure, security threats, irreversible losses, fraudulent activities, suspicious behavior and attacks [23] . A central cloud security mechanism should have implemented to allow only designated users could have access to data based on their identity, along with roles and access control rules for stored identities.
C. Identity and Access control Management
Cloud environments are generally based on potentially untrustworthy multi-user environment and, hence, security solutions should be considered for protection of data in such environments [24] , for example, ensuring secure authentication, authorization, delegation, data privacy, data confidentiality, and integrity will aid in providing efficient access control to both, over the large-scale data and cloud services [25] . Protecting information about personal identity within the cloud that can be exploited by an attacker aiming to find out the identity of the person is another important concern that needs to be addressed. Identity theft is one of the main challenges that arise from the fraud, misuse of identities, both users' sensitive data and confidential data in the cloud. One aspect that makes detecting identity theft difficult for investigators is the uncertainty on verifying the legitimate user's identity [26] .
Generally, storing and accessing big data in the cloud has always been challenging, since it should be secure, highly available and also provide efficient data access control. However, these goals inevitably conflict with each other. Accordingly, we need to improve the data access control performance while providing required security assurance and system availability. In distributed systems, the distribution of data on multiple nodes has a significant impact on data availability, as well as its security. However, highly faulting tolerant and highly availability might not result in high-security assurance or high access efficiency. For example, with more replicas in a system, the system gain fault-tolerant capability leading to improvement of the system reliability and performance of write and read operations, but no result in higher security assurance. Thus, it is essential to design a system that properly meets the necessary requirements in terms of the efficient access control system, availability, and security assurance in the cloud [27] .
D. Data Ownership
Big Data storage and processing services is concerned with the issues of data sharing particularly in cloud environments due to untrustworthy, multi-ownership and dynamic nature of these environments which demands new approaches to architecture, tools, and practices. People and groups often feel that they 'own' organizational data and perceive the data as an asset of their organization, which often results in data ownership problems [16] .
Providing proper data ownership roles support integrity and confidentiality of data and privacy of participants from the third party while assuring the accessing data only to users with legitimate access to data. The data ownership issue is exacerbated in cloud environments because of the necessity of accessing data from multiple endpoints which have various ownerships and data access policies, also centralized modeling methods are inefficient to accommodate data ownership issues and establish dynamic relationships of trust [28] .
E. Policy Management
Establishing consistent rules for monitoring and controlling certain actions for protecting the integrity and confidentiality of data stored in a storage system and shared by multiple clients is another issue to be addressed [29] . To increase protection against threats such as disclosure, misuse of data, privacy invasions, it is important for policy makers to design a unified and efficient access control policy management framework that enforces policies for securing both data and its provenance. To achieve this goal, we need an access control policy management system that enforces the appropriate access control policies. Role-Based Access Control (RBAC) models have become the most attractive access control model by simplifying the management of security policies using roles, especially in large enterprise systems. The basic notion of RBAC mechanism is that the access permission to data is restricted based on users assigned roles [30] [31] [32] . With the advent of high-throughput genomics, scientific domains such as life scientists are starting to encounter challenges in handling the size and structure of data. Due to the inefficient traditional SQL model, researchers have been looking for a better approach and NoSQL, with their potential to deal with large, heterogeneous and dynamic schema, are gaining attention as an alternative approach.
NoSQL databases, such as Apache Cassandra, MongoDB, DynamoDB address this challenge by handling the vast amounts of semi-structured and unstructured data by providing scalable methods for both storing and answering queries. For the P2IRC project we have used Apache Cassandra to store biological sequence data for multi-omics data and metadata. Fig. 1 is the representation of P2IRC project data architecture and demonstrate how a client send query, data analysis and visualization request to NoSQL database. Fig. 2 depict the demonstration of P2IRC data cluster in an Apache cassandra node. Fig. 3 . illustrates part of CQL code to import genotype data and structure in to Apache Cassandra table. In P2IRC project, As the volume of data continues to expand by different collaborators, the ability to securely store and access data becomes increasingly important. Current security approaches do not appear to provide enough coverage since the data become too vast and complex to efficiently store, query, analyze, and share among collaborators. We have developed and implemented a blockchain access control ecosystem, to address this growing need of access control management for this project.
III. BLOCKCHAIN ACCESS CONTROL ECOSYSTEM
Blockchain technology is revolutionizing the way we store and share data and other digital artifacts. It has the potential to digitally-enable businesses and open new lines of businesses. The Hyperledger Fabric blockchain, led by IBM, is a private and permissioned blockchain that provides the benefits of a blockchain in addition to allowing enterprises to control access to the blockchain network [33] . The Hyperledger architecture working group stated that with Hyperledger, the assumption is that it will be running in an environment of partial trust like in a company or between companies that do not completely trust each other.
In this study, the Hyperledger Fabric blockchain is used to implement access control of big data by borrowing from two existing access control paradigms: 1. Identity-Based Access Control (IBAC), and 2. Role-Based Access Control (RBAC). For each of the access control implementation, five operations are implemented: 1. Request access, 2. Grant access, 3. Revoke access, 4. Verify access, and 5. View asset.
A. Blockchain Identity-Based Access Control (BIBAC)
In Identity-Based Access Control, access is granted on a user-by-user basis [34] . If a user needs access to an asset, checks are run to verify that the user's identity has access to the asset. With the Hyperledger Fabric implementation in the current study, when a user requests to access an asset, the owner of the asset grants them access. Furthermore, the owner has the ability to revoke the granted access at any point in time. Additionally, the user who requested the access or another party who is authorized to do so can verify the access rights of the requesting user. Once verified, the user can view or access the asset. All these actions: request, grant, revoke, verify and view, are performed via certificate-signed requests to the blockchain.
The Blockchain Identity-Based Access Control Business Network (BIBAC BN) in this study, modeled using Hyperledger composer, consists of a model resource with definitions of a person participant, a data asset, and a request, grant, revoke, verify and view transactions as shown in Fig. 4 . When a new participant joins the network, they are issued an identity with a key for submitting transactions to the blockchain. With their key, they can issue one of the transactions implemented in the business network. The implementations of the smart contract are done using the Hyperledger composer client API. The secure middleware exposes endpoints that validate and control access to the blockchain. The business network historian shows a list of all transactions submitted to the blockchain. With the historian, a user is able to see who has viewed or attempted to view assets that they own. This selective transparency allows for auditability and integrity. Hence, protecting against data breach.
B. Blockchain Role-Based Access Control (BRBAC)
In Role-Based Access Control, access is granted on a role-byrole basis. Users are assigned roles and roles are assigned privileges [30] [31] . With the Hyperledger Fabric implementation in this study, a user requests to view an asset and a contract is triggered to pull the roles that have access to that asset. If a user has a role that has access privileges to that asset, that user is allowed to view the asset. Role assignments are controlled by asset owners as shown in Fig. 5 . In the Blockchain Role-Based Access Control Business Network (BRBAC BN) in this study, the model resource file contains definitions of participants person and organization, asset data and transactions request, grant, revoke, verify and view transactions. The assumption is that the data in this Business network is owned by an organization and that persons who work for the organization are granted access privileges to a subset of the big data based on their role in the organization. The organization, using its key or acting through users authorized by the organization, assign roles to users. When a user attempts to access a dataset, the verify smart contract or transaction verifies that the user has a role with access rights to that data. Depending on the response from this smart contract, they are allowed or denied access. Fig. 6C is a transaction or smart contract that verifies that a user has access to an asset.
When compared with BIBAC, above, the difference between BRBAC and BIBAC is that BIBAC grants access on a user-by-user basis whereas BRBAC assigns users roles which enable them access an asset if that access to that asset is enabled on the blockchain for that role.
IV. DISCUSSION
In implementing the prototype of the Blockchain Access Control ecosystem of the current study, we compared two approaches: 1. Control access to data and store the data as part of the Blockchain Business network, and 2. Use the Blockchain Business Network as a vessel to verify that an entity has access to a dataset represented by an ID. The first approach involves developing a big data storage mechanism as part of the Blockchain Business network itself. Additionally, it also means that data has to be migrated from existing systems or that the blockchain network has to be run in parallel with existing data stores that an organization already uses, if a going-forward approach to blockchain adoption is employed. We envision that these limitations will be daunting to organizations because they not only present a cost challenge but a feasibility challenge, also. Considering the above, we decided to go with the second approach: A Blockchain Business Network as a vessel to verify that an entity has access to a dataset represented by an ID. Using a Blockchain Business Network as a vessel to verify that an entity has access to a dataset represented by an ID comes with numerous benefits which solve data ownership and identity management issues. One of the benefits is that there is a low barrier to entry for organizations that need to harness the benefits of blockchain for access control.
Using either the Blockchain Identity-Based Access Control Business network (BIBAC BN) or the Blockchain Role-Based Access Control Business Network (BRBAC BN) approach described above, organizations can assign IDs to data assets and have the blockchain serve as an auditable access control layer between users and their secure data store. The data IDs can be defined to represent a specific asset, a query that pulls some data or an encoded function that runs to pull data from an existing data store. Additionally, with this flexibility comes modularity, a separation of concerns into different components. The blockchain access management ecosystem is separate from the data store and hence, can be used as an access control layer to existing infrastructure to provide flexible authentication and authorization capabilities. Additionally, we can enable interaction with the blockchain via SMS as shown in Fig 7. So, a user can text the blockchain to give or revoke access to their asset. Finally, other devices with HTTPS capability can be connected easily to the blockchain. Finally, when compared to a traditional database, our blockchain ecosystem using Hyperledger Fabric is, by nature, auditable, highly secure and Fig. 7 . Big data access control with Blockchain and SMS flexible and does not require additional configurations to provide these benefits as will be the case if a database is used.
With these benefits, however, there are a few noteworthy challenges. One of the most prominent challenges is the newness of the Hyperledger Fabric blockchain. The newness of the technology raises questions about stability. Additionally, changes and updates are being made to the fabric distributed ledger and smart contract engine. Over time, however, this challenge will wane. As the technology advances and stability improves, we predict that the benefits of using blockchain for access control will rise and that new opportunities for applying blockchain to big data will emerge.
V. CONCLUSION
In the era of big data, large volumes of heterogeneous data are generated from different sources allowing big data management to play a pivotal role in the success and viability of any businesses. However, the existing solutions for big data access control are facing several challenges and various threats and risks of data sharing posed by inadequate data security and data privacy models. In this paper, we provide an architecture for access control management by using a decentralized security system based on the private and permissioned Hyperlederger blockchain. The technology behind blockchain provides a solution to the challenges associated with traditional and centralized access control and ensures data transparency and traceability for secure data sharing, auditabilty and data self-sovreignty for the owner.
